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* Secondary Sorage . wmodem  computers

Hard Disks CMasneh'c ditke), $SDs, mugneic +ope

' Contists of wultipe flat wlindrical dieks tapable of
m’rw\ir\a oboutr o tevival ayit colled +he spind\e

* The surface of ‘he plattere & wode of a magnehc  matecial

« The ditks are divided o wnentric tivewlar regjons Lnown as
ratks, and e gerof all tracke at o given dittance from the
spindle formc o Uylinder

* Pvound endh ditk & a vead/write weod Haot  attaches to
the wain arm ostembly. ™e resd/write head an move linearly
to acces different iacks of the it

* e spindle rotates the ditkc so Waak Mae vjw head c@n oacess
ol the Sectore of o drace

spindle
track ¢ Y P
P i
Seckors '

S = =

&/ ~
Totation arm acscw\b\'s

=\~




Diametrer of platter: vanpes from 18" 4p 387

Storage apotity typically ~30 68 4o 4TR per drive

A

N

* Teantfer rore of HD: rate of which data tvansferred from
Sewndary - stovage o primary stavage (£ erancfer = time taken
to tvamtfer one unit of data Yo RAMD

depends on , Which & the
Sum of (time +aken Yo move arm o e riaght %\ir\der)
and (Hime taken +o votate +he Aisk such

Mat Hae corredt Sector s under the vJ/w head)

t data. 1o tawntfer

rontfor vote

trondfer

'tlcmmFer = o (444, 1 {’rot)

ﬁvambe occets  riwe = “"0 see time ¢ “Va votodional
lo\-hmué

'tava vot latency ° time period of votation
Q



* Thece & & Swall cushion of air maintaned befween the read/
wete Wead and the Aitt of ol Hme& v protect +he data

* A head cragh occuvt When Mae veao\/ weide head comes in
wntact with e ro’mﬁna ditl

Thie -\'H?im\\“ retulys v & los of data et cavnot be
Yecovevred

* Disk drives are ottathed 4o the omputers Cex+ema\\ﬂ oY
infernolly) via Yo lbuses € interfaces

* Butes: EIDE, ATA, Serial ATR (SATR), Fibre (hannel, SAC,
Firewire , Univergal Sevial Bug (VS@)

(omputer has Wosk tontroller Yo tommunitate with HD'S ditk
Lontvoller via Yo ‘ous

Nonvolahie wxemmra for sewm\ané permanent :hwaao.

* Storage +edanology: DRAM Wit batrery, fash memory

Move celiable Wan HDt o¢ dere ove no movir\a Pqﬁc and
ontume  lese ?owzr

* More expeviive ond Swovrer life tpanc, lower tapacity



S¢ps faster Hhan HDe and ‘ous interfaces are Yoo slow for
aceese

8SDS ave Sometimes wsed a¢ o Her of cathe between HDS
ond primana stovoge

O\4 +eo\nnoloaa Lo¥ seumda% s\m‘aﬂe

Permanent Clagke much lovger) , Slow 4o vetrieve data  from
(~1000x slower vandom occess than HD)

Storage  of infrequently accessed dota , backups

Tope kept in a spool and wound pask veod)write hend
Accecs'mg torveet ¢pot- on Yope can take winures Caccets +ime)
but reod|weite once spot is found € as fast as some disks
(~vlgo MRJs)

Tapes can have o capacity of 20068 — I-5TB, fYpically
Cu’reaoriseo\ b\d width: bwm, 8mm\ HMM’ Yy inth , 2 incth
Tcdnnoloaies: LTD-3, LTO-4, LTO-5 SPLT, T 10000

Computer specialist John Smith arranges and

examines cannisters of magnetic tape used in

the processing of medical data at the National
Library of Medicine.

(19609




ond , minimise  seek
time Crime +aken +o move arm)

© Disk bandwidth = total no.of byfres tronsferved
Yime between fictk reg and tvansfer completion

ch\edu\ina of /O vequest servicing allowe for facter trancker
and improved ‘bandwidth

Whenever process neede to perfsym disk o operations, it
Yo Hne OS with specific irformation in e
request
- Oyzmﬁon type: in?u-\ 6r owtput
- Dist. oddrest for datm 4vansfer Clogicad
- Memovy oddrest for data trawnsfer Clogieai)
- No. of sectors Yo 4vantfer

Tf disk drive and disk contvoller available when request
wode, Serviced imw\edia‘cdb

* TE not, request odded to twe end of pending vequesks queue,
Mmintaned b'A oS

To wminimise occess +time (seek ¥ime ond  votattonal larenty)
oy tc\r\eo\u\in% vequests  wiade



- Firsk request in queue serviced ficsy CFIFOD
Not efficient & oaddvestes far opark

queue — 98, 183, 37, 122, 14, 124, 65, 67
head starts at 53
0 14 37 536567 98 122124 183198
| | |
I

| | 11l | 1l

* Head movement: (a8-53) + (18%-98) + (183-37) + (120-31)
r 22-14) + (ad-14) + (a4-65) + ((1-bY)

=640 head movements

* Request with shortest seek Xime serviced  fictk
* Can lead Yo stavvakion of vequetts with lorge seek distances

queue = 98, 183, 37, 122, 14, 124, 65, 67

head starts at 53
0 14 37 536567 98 122124 183199
| | | | |




* Head movement: (65-SD+ (671-65) + (£7-37)+(37-14) +
(G8-14) + (122-98) + (124-n2) + (183 -124)

=236 head movements

* Disk storkc of one end of the disk and moves Yoworde the
other end , serviting requetit umkil it reaches other end of
e disk

* Rftrer reac\n'wa e ofhec end, it ttarkt scanning bade o the
firsk end, wn¥inuing o service requeskt

kico clled

© Eg: hend starke of 53, moving towards 0

queue = 98, 183, 37, 122, 14, 124, 65, 67
head starts at 53
0 14 37 536567 98 122124 183199
| L | 11 1 |
I

I} |
|

Head wovewments: (63-0) +(183-0)= 230

Requecks +aak appear right ofter Y[w head wotses  wwgt
wait for rjw head 4o reverse directiont and come loack



© More uniform wait *me Hhan SCAN
Heod woves from one end yo another and twen goes bock

Yo e firtt end withouy &L‘omniv‘a W e o?posﬂ-e ki cechion

queue = 98, 183, 37, 122, 14, 124, 65, 67

head starts at 53
37 536567 98 122124 183198
| | 1 |
)

11l

0 14
| |
I

. uoum\er treated os ciccwlar ligh

« LOOK is Similar 4o SCAN butr it soes only ‘v +he last
request ond  nok  the end of iwe disk

& Gimilar 4o C-SCAN

* (-Look
E?) ¢ (-Look
queue = 98, 183, 37, 122, 14, 124, 65, 67
head starts at 53
0 14 37 536567 98 122124 183199
| | | L1l |l |
1

I



* Nittual  Memory wees Atk space o¢ an  extention of wain
memony when memmg avai\ab‘\\i-\—ﬂ [3 ori+icn\\a low

* Swop space is present in ditk os o part of the normal
file Syskem @ o5 o separate ditk partition Linuy)

© Swop Spae marogement - tagk of 0S

Swopping tokes time ond disk occest T slower need o
optimise

k3 BSD allocates Swap Space when frocess sharke
- hods Yext Seﬁmer\\' LprOGmnD and data Seﬂmen{—

folaris 2 (Sun MicrowysiemO alloakes swap space  only when
dicty poog evicked from wmemory

Faster to recead pope from file sysvem than o twop in
and then swap out CSolaris)

+ Swop space  only used Lor ANONYMOUS  MeMBYY (N0t balked
ow files — srace, heap)

©Kernel uses Swop mopt — array of inteaer wuntrers (0 —
available, positive inteper — number of mappings fo swapped

Poge)



' swap area

page
= slot —

swap partition
or swap file 4ye

swap map 1 0 3

* Redundant Array of Inegensive Disks — RAID — rechnigues

Redundant dato stored on muliple disks ; more reliable

Higher data rrantfec  vates

A single disk less likely o {fail wan any ditk ouwr of N
Aiske

of dite — approx. \ifetime of single disk

Aoy of disks of difFerent dato decreases mean time 4o failure
(liferime)

Ralance between mduno\am& and re,\iab'\liha



Duplicate (mirrov) data of o disk ontv anovher disk

* Most expevitive, wmott redundant
One \o&tca\ Aitk: 2 p\r\%s\'cal Aitks (mirreved volume)

Datra (oss ver“ Yoye

© Mean time to foiluve depends o mean fime Yo failure
of ndividual disks oawnd

L 2
MTTE =  (MmTY D)
ALX MTTR

- Solid stoke wnon-volatte RAM Crarikeback cache) commm
to both Aiske weed o protect from datn loss during
power £ailures  (NVRAM)

dict
Y G

COe——

\pmm—

wche

Py main
Write-bock cache memay

Rare of handling disk remd requests: double
Transfer vore gome

© Spliv birg of eadh bure occross cifferent  disk

Lg: one bure piir into 8 ditke Cok i trored in ™
Aisx)



Aclcest vate: 8x normal cote

noditee, oIh oo of a file poes
blocdk. \evel wwost omawon

+» blotk

* Sector-level and lbyte-level striping ako possible

Combination of rellability of mirroving  and data trantfer
fofec of siriping

* low-cosk redundanty ond parity kire Cervor Ccorrection) —
ombination 4o trade off cott and reliobility

Non - redundant S’n"\Pin% Coloc level)

To store 4wo disks® worth of data, two disks used

RAID 0

Disk 0 Disk 1



For four Aisus:

SEEE

" (omplete  wirroring Cull  redundanwy, expensive)

RAID 1

T

Al LK
ST R

(b) R&\D 4

A4 | | A4

T S

Disk 0 Disk 1
Four disls
EEEEEEEE
(c) RAID

(Ecd and bi¥
s’m'?ir\a tno¥ vlogh)



€ach

number of set bitg in byre Cok=1) is even

or odd

Uses Hamwmi
wrreo&imb
tocrect A-bik

bgre . memevy  was \m\ri\—ﬂ bit nSSociaked wivh i:

code £or ervey deteckion Clinear ervor

wde) — can defect upfo 2-bik ercovs ond

(280> 89

(1,w] Hoamming tode ewvicodes 4 datm bixy into 7 bits
\"6 udo\ina T parivy wits
RAID 2

/‘I\ T TN ]

@=> ey @ oD
AL A2 A A A g A A
. Bl Jf B2 JL B3 JLl B4 JI|l B J L B 4L Bpm
b CL g L €2 g L C3 g 03 g LGl g b G g b Co g
. DI | D2 J Lt D3 Jf D4 J |\ Dm | k D2 J k. Dpz
N Y Y N Y R Y N T N
Disk 0 Disk 1 Disk 2 Disk 3 Disk 4 Disk 5 Disk 6

Foc four disks’ dota , 3 ditks overheod (Hawwing (134D
ode — 2 parity bivs fov t data bits)



* Only oripinal level of id not warrently  used

SEEEEEE

() RAID 3

* Disk condrollevs can detect if sector Wac been read
correc\—\gs

. Si(\&\e Qarih:) vt oY ervor corvection and deteckon
. Ba\'e_—\eve,\ &’cﬁpt‘n% s W‘B\e dedicated ?ariho Aisk

Wioh transfer vates for opps ok moke long sequentiol
tead and wrire requests

RAID 3

LS Ay A A5

Disk 0 Disk 1 Disk 2 Disk 3




Bad perfovmance £or short, random occess

Rare\ﬁ used in practice

SEEEE

Faster vead Yime Wan RKD A (due +o s’vri?ing)

On\a single Yo vequest ot & Yime os eadh oyre spliv
0.CCr0sS  multiple Aisks and tvery dick must pariiipate n
ting\e Yo vequest

Overhead — Lomputing Parhfn bit implies slow worite imes
* Solukion — dedicated wardwore for parity  computation |

oftloaded from CPV ond cacthe 4o  buffer dick blocks
(NVRAM)

Block \evel shriPinﬁ (RMD ©)

One disk for parity it for corresponding \ock 5 disk
foilure — miuir\A bif tan be rewonstructed £from oter vk
ond ?uﬁho bire

Giood performance for rovdom reads, bod performance
of andom wrires



* Eadn block Ooccett repuires ohly one ditk aces, So tome
level of pavallelitwn can be ochieved (en: Al & B2)

RAID 4

Disk 0 Disk 1 Disk 2 Disk 3

. kead—mao\iﬁd-— weite wcle; sinple write  requirves 4 diske
accesses — 2 veads (blowe & parity) and 2 writes Cblock g
parity)

Block wust be vead, modified oand written back

* RAID 4 is ScalaWe;ollows new disks to be odded Gf
thew are inikoWsed with 0%, 4ne parity does wok dhange

ESEEEE



Inetead of odata w N ditks and parity i 1 disk,
dota ond ?arH\d distyibured evcn\\a Gevoss oWl oliews

RAID 5

DS e s

Disk 0 Disk 1 Disk 2 Disk 3

For an array of n  ditks, the parity of the =™

vodk ik stoved wn disk (v wmoed 0D +\

() cir\@\e disk cannoty Stofe o Yok Gnd ik ?uri

as disk failuve would retud in 10ss of parihy ac well ae
Yot

RAID 5 mott ommonly used pority  susrem

BEEEE



@ RAID ©

¢« Additional vedundany infoywmabion 4o RAID S 4o 8\mni
ogointt mukiple disk failure

* €rvoY Onecking  codes used intread of

parity i tome  layouts

2 bire of redundant dota  for every & vitg of dota
can ‘olevate two dite  failures

RAID 6
i
@y @ i ey @l
Al M AT e e
LBl it atid RDid BB g
L a1 4 LG | LG J L] L c
: m| l Dy W | Dll |D2| |D3I
e ~ Q g N
Disk 0 Disk 1 Disk 2 Disk 3 Disk 4
* Unlike RAWDD 2,3,4,5, can +tolecare uwpro 2 disk

Loilurec



(h) RAID O+
* (ombinofion of RAID 0 and RAID 1 — pavallelisw ollowed

Pecformance of RAID O, feliability of RAID | Cdouble the
number of ditke needed — like RAID V)

Better ?er(-‘ormame Man RAIDS

RAID 0+1
RAID 1
RAID 0 RAID 0
I A N ]
oAl Ay Al g K A2
AT 4 AR L AT | A
\_AS | ko Ae | LA ] A6
A7 | L A8 4 L A7 ] (A8 |
\_J - R
Disk 0 Disk 1 Disk 2 Disk 3

- RAD 0 striping + RAID | wirroring

tri <
stripe ¥ I
stripe %

[oN

mm’or

SN N
@i

m
m



L RAD |t0O
* Diskt wirrored in paics and ‘hen siriped

" Advantage over RAID 0+l @ if siegle diev foils, sivip
accessible

RAID 1+0
RAID 0

Disk 0 Disk 1 Disk 2 Disk 3

mirror mirror mirror mirror

30




view of file syttem before lack update

automotic duplication of wrives for redundancy
Csgntihronous and  asynchronous  replication

used os replacement i Case of disk failure
Without Waiting for disk +o be veplated by uman

adds checksume of oau dota (dota im%ﬁ\-g) — Solaris
Disk allocahon in ?oo\s
No Vo\ume&, partitions and volume woanasement
yAQN “33“8“’“’& the devicex into o storage pool

|

metadata block 1

address 1 address 2

checksum MB2 checksum

l—l

metadata block 2

address address

checksum D1 checksum D2

data 1 data 2




© WM CLoaiea.\ volume. N\M\uﬁe)

FS

17

(a) Traditional volumes and file systems.

ZFS ZFS ZFS

(b) ZFS and pooled storage.

FILE SYSTEM

File

* Named collection of related datm Stored on tumdar& tmae

* Mvibubes: name, unique tag number / dentifier, fupe, lotation
(?o‘m’rer), Size, yrmcﬂon Cewx) , +ime ES date | user idenhification
d ise , Hrace, sector



Lreate

Read

Write

Seek.

Delete

Truncate

Open — Search & move tontents to  wemoy

Qose — wmove from memory o dired-md struckure on digk

* 00 waintaine open file table (Ccache) ollowing fov direck
'\r\dex'ma

* Fle open count maintained for eachh &ile - no. of processes  thot
hove opened +the file

+ Shared lock — vender lotc ; tevernl procestes tan acquire
concurventiy

* txdusive lock — wiriter lock

* Mandotery love — 08 prevents otwer process from  obhaining
exclutive foue if o process already hat ocquired i

* Advisory lock — upho programmer {o obtain awd release
loctks



* From “eytvook:

For example, assume a process acquires an exclusive lock on the file
system.log. If we attempt to open system.log from another process—for
example, a text editor—the operating system will prevent access until
the exclusive lock is released. This occurs even if the text editor is
not written explicitly to acquire the lock. Alternatively, if the lock
is advisory, then the operating system will not prevent the text
editor from acquiring access to system.log. Rather, the text editor
must be written so that it manually acquires the lock before accessing
the file. In other words, if the locking scheme is mandatory, the
operating system ensures locking integrity. For advisory locking, it
is up to software developers to ensure that locks are appropriately
acquired and released. As a general rule, Windows operating systems
adopt mandatory locking, and UNIX systems employ advisory locks.

file type usual extension function
executable exe, com, bin ready-to-run machine-
or none language program
object obj, o compiled, machine

language, not linked
source code |c, cc, java, perl, | source code in various

asm languages
batch bat, sh commands to the command
interpreter
markup xml, html, tex textual data, documents
word processor| xml, rif, various word-processor
docx formats
library lib, a, so. dll libraries of routines for
programmers
print or view | gif, pdf, jpg ASCI| or binary file in a
format for printing or
viewing
archive rar, zip, tar related files grouped into

one file, sometimes com-
pressed, for archiving
or storage

multimedia mpeg, mov, mp3,| binary file containing
mp4, avi audio or A/V information




.« Cevtain files wutt conform 4o o #vucture uwderstood ba
Yhe OS

© Erecutable files follow tivuture so 08 knows where He Lictk
inthfruckion is lotated and where in W\ew\wa yo \ood the file

+ Some Ofes have ser of syshem-Supported file structures

Disadvartoge of supperting muthiple fle struchuces: sue of o
becomes +oo (av‘ae

* UNWX defines ol files Yo be o tieam of bytes , eath
addressivle by its offset from the bvﬁ‘mniv\% of e Ffile

reod-nextl) reads next porkion of Lile awnd advances File
PO(V\\'EV‘

write-next() oppends to +ae #le and updates file pointer
wWith Hhe new eof

Rosed on tope model of file; works well on Sequential owd
vondom  access devices

current position

beginning end

< rewind

——read or write =



- random occess
+  doafraoases

Based on dite wodel of file, when guery entered, block
owrining e rewrd s divecty fetched

- ctead (n) Yo read block wumber n o\irechﬁ
weite (W) 4o wrike YD Blotk number n o\'lrec-\'\b

* Can wse read-next)) ond  writeonext) Wi another
funcrion ?os‘mon-ﬁ\c () nskead of read(n) ond writre Iw)

n= re\atrive bloct number (From \ol.aivmt of £ilY) sSo ¥t
08 decides where iv allocate memevy for tne fle

" Keep tack of currewt posiion p

sequential access implementation for direct access
reset cp=16;
read_next read cp;
cp='cp+ 1;
write_next write ep;
cp=cp + 1;




an be built on +op of direct occets

weakion of index in memeny Por Fle for fost derermination
of \otation of datro

' If index Kile ‘oo large, index File for ndex File
\BM'S indexed Sequentiol access wethod (1L SAM)
- Small mowter  index points o Atk  Mocke
- dick Motk vend and s:wndara index \ocated
- Secondary index uted o £ird file Lo

* VML 06 — index G celative File

logical record
lastname number

Adams
Arthur
Asher smith, john social-security[ age

Smith

index file relative file



* Collection ©of wodes wn\—ainina infertwahon abour files

o
s
-~

Directory (( )
\_/

N

\\‘_//“ \ =24

Disk can be ew\"\fe\s

uced £ single file syskew, of i can be

parfiiened into voluwes eath of o par¥iclar file sysrem

+ todn volume wim Fie sptem  LOWrIng informarion  aloouk  the

Fles in e systewm  in

Director
of all Biles on Mrar voluwme

directory
rtition A <
PARTONAY IS
rdisk 1
(| directory
iti 4
partition B files

partition C +

&Y

stores informanion Cnawme, sire, localion , type ete.)

directory

r disk 2

files

r disk 3




Solaris File Sustewe

£

/devices

/dev
/system/contract
/ proc
/etc/mnttab
/etc/sve/volatile
/system/object
/lib/libe.so.1
/dev/fd

/var

/tmp

/var/run

/opt

/zpbge

/zpbge /backup
/export/home
/var/mail
/var/spool/mqueue
/zpbg
/zpbg/zones

© Searth foy Kle

+ (reote file

- Delere File

« Lty o o\ifukcfg

+ Renome file

+ fraverte file system

ufs
devfs
dev
ctfs
proc
mntfs
tmpfs
obijfs
lofs
fd

ufs
tmpfs
tmpfs
ufs
zfs
zfs
zfs
zfs
zfs
zfs
zfs



fimgle - Zur | DIRECTORY

© Al files in single directory
1\ vumq,ue names

directory

e B E

66

files

04_8
O_

Ywo -Luef  DIRECTORY

Separate directory for eath user CUFD-user file dicectivy)
Users isolated

" User name & File nawme define path name

* Search poth: sequence of directories Seavthed when a file i
named (linux, Mac0S: $PATH env vaxiade — echo $PATH )

master file
directory

user 1| user 2| user 3| user4

user file

ctory test daia test data

bobibEillid




Thun - Atmactured  DIRECTORY

« Tree of arbitrary height
¢« Direckoriet ond Subdirectories
© Cadh File hat unigue path

One bit in eadn mredm wwg defines i+ o o file (o) eor
o Subdirec

Codn process Wat cuvvent wWorki

0

sem.\ned ¥nen sem'ch poth

ckav\%e o\wcc*ﬂa (@)
NoSo ute o rc\ahvc path name

noe dured-w

directey

root | spell bin programsl

AN

When refevence Yo file wade, current working directovy

stat | mail | dist count reorder mail
prog | copy reorder| list find count

\\o 568

list

spell

last first

584

55l



Aud,o(xft, g/wfk DIRECTORY

- Shared subdirectovies and Files among mulkpe users
* Llinks C(pointere Yo files or directoyies)

|
Q

—0 O é;

Yorara] Ypoph  Direcrory

(ycles ollowed

+ Sel\€- m(’evemma yjcies problem

. har\ou e wolleckion fo tlear dav\g)\ma pointers; time ~Lontuming
© lydle de&echm algpritam fov new entries

root | awi tc Jim
text | mail | count| book book | mail (unhex| hyp
avi | count unhex| hex



File syttem must be mounted before processes can Qucess I
08 given device name and

0§ wverifies device's File Sustem (device driver fo vead Ffiles
from directovy awnd dhete Lorrmat)

0§ wotes in Wt difecmr“ siyutture Xaod new device wounted
o¥ \ocation (mount point)

Multiple users, mulhiple fle  systems
Resolving - conflicke

Access  tonivol Gy protection loetween ugert §p files

\'»i\elo\\fed\-w& owner/user and oroup

¢ Owner whas all pexmissions ond decides permissime Lor other usevs
ond roups

When User vegueste occets fo o Kile, user ID compared with Fie
owne( Otribute Colso proup \D)

fp — monually kroncberring files betwesn machines

Digributed File spttem — remotz directsries visible £rom lotal sysrem
toud  compwitng

WWW — anonymous fle exchavge with wrapper for Fip

- Server servee file Yo client Wk regwested it

- Server serves b diet based on \P oddress

- Encxap’m\ diewr for Secarity — unsecure Simpler and wiore
com«\on\a uted

- File operotion requests via OFS protocol



-

Fle open fequest sent with user \D of client

Server Onecks wredentals awnd unedes € uger hag o\u\'\r\mku
tv access file

NES: UNX stawdard

Distribured Noming Secvices

Hotts identify eadn otrer via domain name (DN®
windows: CIfS

DW — NS, LDAP ,ONS Active Directory

Disk foilure, nefwork isSues

DFS protocols allow deaping of file operokions on Cemote hosks
instead of dereting comwands

To veduce los¢, stote information of cliewt & server canm be

stoved
NFSG: NES is  stotefw

NFSD: information n vequest; less tecure

How wwuMiple usert acess shared Hle  simuitaneously
Process  synchronizotion  algorvithms

Series of octecses ‘oetween openl) owd - dhosel)



- Writes +o an open  file & user ore immediofely visible 4o
other wsere who have opened the Hle

- One mode has o single shaved cwurvent locakion pointer of
e file; ony odvances wade oy one user are reflected in
o\ utert® files

- File: single physical imoge and conteniion causes  delays

- Wrikes fo open fle ot visibe immediately fo other wsers
who have e file open

- Unonpgs o setsion on\& vigide ofter starking o new
settion ond doxiwb the fle

- (n be compared to Git — lowal chanpes toke place im\efenden’da
and are only rebected offer push Cdoe) and pull Cstarting
new settion) , our for o tingle FRle

- AL shaved FRles ove declaved as read—on\b
- Rlenames cannot be feuced ond file €« \mmurale
= Simple implemenrahion

Retioility: physically reliable ; safe from damupe

Duplication of files (see- RAID)

Protection ; proper accets loy usert

Racess types — limired 4o diffevent extenix fov  ditferent users



Read
Weite
Execute
Pppend

+ Delete

Lisy Cfile ovrribured

User- dependent  0.ceess

toon file| A'wecma hat ossotinted

ACL Specifiec accessec £o0 eadm wser

User job denied access if provection violahion occurs
Lst with every wer fedious ond nor Sealable

vser who Ueated We file
Ser of wsevt swaring twe file CWEYL proup)
o\ oWaer uters v ¥ne s~6s+¢m

codn File oassociared woith yfoup
UNW  systems: 3 \ekters for eath dass

TWXx —> 3 bins

\",5'- CWR CW-Y-—
turvent wWode = 764



* Add proup o file “test.c
Ungrp  new-group test.c
© Unanpe owzess o vWx foc an

Unmod 777 besk.c

' MW\p\e UNW d,i(ech‘rﬂ \\'s’riwa

- FWXTWXT - X vibhamasti vibhamasti 16744 150

([ wXrwxr-x vibhamasti vibhamasti 46096 221
~TW-TW-T~~ vibhamasti vibhamasti 3 :47 hello.txt
-TWXTWXT - X vibhamasti vibhamasti 17240 149
~-TW-TW-T-- vibhamasti vibhamasti 1363 148 scope.c
-TW-TW-T-- vibhamasti vibhamasti 251 149 test.c

-rW=-r--r-- ALLEVERR & README . md
-TW-r--r-- vibhamasti analysis_options.yaml
rwxr-Xr-x vibhamasti bin
vibhamasti dartdoc_options.yaml
vibhamasti dev
grwxr-xr-x vibhamasti examples
-rW-r--r-- vibhamasti flutter_console.bat
drwxr-xr-x vibhamasti packages

- Patswovd- provected files § directavies



¢ Cfficient occess to secondary devices with eacy retrieval
* Provides UL Yo disk storage
' Map logial file sustem to phusical stovoge devices Calpprithw)
. device drivers § interrupt hawmdlers tv tvanefer
dofa between Aisk and matn wewer
Device driver: 4ranslator £from hiﬁh—leve\ insruchiont 4o low-\evel
hardware-specific exams
sendg commands 4o device drivers +o vead [write
Yo disk , manages ey buffers § cadnes
rrontlate files \o&(cu\ blode fo  physical
blotk , free space manager fo provide unaliocated blocs to file
oraun'\sw\-(on module
. mansges wmetadata, directory Strwctuce file contvel

via, — werains info on ownership,
yzrm'msim& etc.

application programs

{

logical file system

!

file-organization module

{

basic file system

!

I/O control

!

devices



Sevevral on-disk g 'm-memwb Sructures uted to impement o
£ile Sytrem

* Informotion needed by syttem Yo boot 08 from & volume
* One per volume

© Block i€ "‘"Y\‘d i¢ vo\ume[o\isv. wae wo Of
Usuolly first otk of 0. volume

Move: ovemhv\% Systems Concepts , Boot Block, pg k8o (halin et al.)

(onkaing info on vo\ume/ParHHm

No. of VWlodks in volume, Sie of blotks w volume
© Free blode count, free ‘oot pointers
* Free FB cwount, free FCB pownters

Orgnise files

Per file
+ unigque identifier numcer



file permissions

file dates (create, access, write)

file owner, group, ACL

file size

file data blocks or pointers to file data blocks

Doto. looded ot wount fime
* Updated during file- System  operations
Discarded ot ditmount

Informotion oloouy eath wounted volume

* Directory information on recently accested divectovies
© for directovies where volumes are wounted, pointer Y6 vVolume
tobo\e

(ontoine copy of FCB of eath open file
Additonal nfo for each file Uno-of processes ok wove it open)

ontaine pointer Yo entry in  Syctem-wide Open File Table
- Additional info Lovinter fo curvent lowtion i file , occess wode)

Fle systm blotks being read from /written +o  dick



Application program calle logital file  syfrem

* Depending on file Sysrem implementation, either o new FB i
ollocaked” or on FCB s allocared from e set of free FCBs

stem read< directory D Memovy , updares it wikh new flename
ond P& ond wrikes I+ back fo e disw

* Logical Rle system ol file opanisation wodule to wap directory
10 Yo dist- otk nuwbere, whith are pasted onto basic file
System and Yo conirol system

. kem“ h“zv-av- %.. application programs
logical file system

file-organization module

|

v
basic file system

I

1/0 control

|

devices

* open() Syttem al\ from oppiication  program  passes fllename Yo
lobim\ file Cyttem

Ficst searches swrem-wide open file table to see if file n use
0y another procest

* I olrerdy in use, new entry created i per- process opon File
Yoble, poinking +o Sysrem-wide open File toble evivy



* 1€ not olready open, directory stvucture seavtned foc given
filename and once found, P& copied onto Syttem-wide open file
table

. En’nr& wmade W per-process open file Yoble with pointer +o entry
n tislom-wide open File table

*openl) tall returmt  Oppropriate pointer o ewvy v par-procest
open file tavle CuNx: file descripr, Windows: file wondler)

_ —
] i
directory structure
open (file name) 1
directory structure o
= file-control block

user space kernel memory secondary storage
(a)

B ER

data blocks
[

L

read {index) |
per-process system-wide file-contral block
opan-fila table opean-fila table
user space kemel memory secondary storage

{b)

* Per-grocess toble entry vewoved
* Susttm-wide tount detremented

* Tf sysrem-wide count s O, updated weredato. Copled boade o diee
o\'\rec’mr\é sructure ond syttem-wide +able ewiry removed



Dtk can be sliced tntp  oifferent parkitions

cach partition wmay be o file Stdsﬂm) (28 Cwn\‘ainin%
file &tét\'tvm)

Raw partitions uted when file Sysem ot appropriote (eq. Swap Space
i UNIX , dotoboses , info needed by RAID sysiems k) 5 o‘;emhv\%
Sysrems  Concepts , Disk Forw\m\h'na > P4 419 (hawin et al.)

- Boot information tanbe sfored W i own parkton in T own
formodt

" Bootinfo & sequence of bloes londed ac an image into wemory

- Cxection of image Starts or predefined lowkion

- Boor loader finde ond loods kemel owd staris exewting Cean
undersrand multipe file tysrems and  OSes)

- Reod: Oyem\h‘v\ﬁ Sustews Concepts , Boot Blodk, pg 480 (halin et al.)

- (ontaing 0S ternel ond ovher Sysvem files

- Mounted ok boot Yime

- O¥her volumes either mounted au\'oma’dm\\\A or MGV\WA\\& based on
0$

- 08 verifies & device hat valid File syctem

- 0$ updates 'm—memwa Mmounty toole



* File s\d&em '\Mv\emewmﬁon consicts of Yhavee wajor layevs

file-system interface

VFS interface
local file system local file system remote file system
type 1 type 2 type 1

disk

S =

network

. baced on openl) , Teadl), writel) ond closer)
colls owmd mvo\vina ke descriptove

. two wmain fundrionalites

- Sepavates file Syttem generic opevakions from Hneir implementokion
by defining a VFS intefoce ; ditferent VEE implementodiont can
ek on the tame wadnine to access different file gystem +ypes
locally

. Provides wedaanmsm fof uniguely re.yrecm\-ir\& o file n o
networ



VFS diskinguishes local & remote Ffiles

- VFS aallc NPS protocol procedures far remore requesks ond file
Sustem speciFic operahunt on local requestts

- Odject types defined by Linux VFS

w represants individual file

) represents open file

© fepresente on entire file Syskem (volumed
@ represents individual dicectory enivy

- Eocn object fype hat  aser of funchens ¢ eadh object has
o pointer 4o o {uncion *able Conraining ol fancions of
an object upe Loddresses of implementoty ™)

- Ea-. file object APls:

open o file
. tlose on opened file
. read from Kle
. weive Yo e
. MEMITY-WAp O fle

- Different olgorithwt € data siructures affect performance

Linear list of £ile names with pointers o dato lolocks
Time - onsumi fo scan dicectory before urea\—iv\a new file
« New Kiles odded fo end of \igk
VariouS olefetion implemenrarions
© linked Ust, Arfoy



Linear vretrieval +Hime
Sorted: binary Searth quicker ‘out creahion § delehion s
complicated

Table waps filename 4o index wn o lisk

(onstant rerrieval Yime

Muct reov%av\ise when hath toble needs +o be expanded
Can intfead wte Unining for  wllisions awnd large no- of
ealries, but linked tisk will \ve guite slow

Cach file occupies contigiout blotks of o disk

Minimum Seek Yime oas  all blocks ove wn’dauov\s

Defined by disk oddrest omd lendyn Lolocks)

gy. file ot blotk o of lengh n ocoupies b, b, ... ban-l
blocks

Directory entry for each Ffile indicates ditk oddvess & lewgyh
Supports looth sequenhal § direck access

directory

;\CL;UA’H#A_</ fle  start length

o] 1[0 2[ ] a1 count 0 2

e s % B

4[] s[] e[] 7L mail 19 8

81 o lte[ 1111 list 28 4
f 6 2

tr
12 113 114 J1s]

1611711811l
mail

20 ]21[ 122 J23[]

24[" 125 o6 127(]
list

2829130131




| Ditficalty in finding contiguows blocks for o wnew file
Caanaged by wanagement systems for  free spoce)

2. Bemal fraamewtodtion — free space oroken and Scattered
-~ One Solution: copy ewtive file sustem fo another ditk,
free original disi, topy fles bock by allocating contiguows
space
- Compathion done when disk wnmounted Coff-+imed

3. De{-ermin'n\a spoce required for o file beforehand _
- Some gystems  use extents when o unﬁ%v\ous unr «
exautred
~ Pointer to next exteny and size of Llock recsrded
- Used Yoy Veritas fle System Chigh perfrmance veplacement
for ttandard UNW UES)

« gadh File linked gy of dite ‘o\otks Clocared onywhere)
. Direcmxa containg pointer fo ficey 4 stk lotks of £ile

T 3 directory
. »

fle start end
ol ] 1&\2L_- 3[_1‘ jeep 9 25
41 5(18[17[]

8[] 10\321113
12[_fa[J14f 115 ]
16 T{?|—;1B|—?19|_]
20[ 21 fe2[23[]
24U25|-_1}£6L527LJ
28[ 129 J30[ Ia1[]

)
=3 —




« New file. new ev\wa w divectsry

Directory entry has pointer 4o start end blodks, iniKalited
to NUL

Write tautes free-tpace management system to find free Wock,
perform write 0nd linked to eof

Read: read blou by (—o\\ow‘\:\& ?oin-hm'

File She need wot be defined

I Only $eqnewhial - a(ess £iles
- Eodh Blow requires dite vead

2 Space olMlocated to pointers increases file Size
- Soluhin: wuse ccteve inttead of blocks
= Cagter: muliple blodct  together, reducing pointer tpace
- Increages invermal msmevmﬁm

3. Reliobility low if & poinver in +he widdle s lost|damased
= Solukion: o\ou\o\a linked \ist

variakion of linked ollocodion

Used by MS-DOS

Sechion of dick ot begmv\ina of eath volume set aside fov
CAT

Twndexed by Vo number, one enlr for eadh ock
Directory entvy ot block. wumber of At bloce of File
Todb\e ewtry of blotk number ontaing block number of wnext
file



* logk block has  spedal eof c,vm\d W toble
* Unuted block indicatred b\a value 0 v tavle

directory entry

[ test [ eee | 217
name start block

217 618
339
618 339

number of disk blocks -1

FAT

L Sionificant nuwber of ditk head Seelt fov €AT rwo\lv\é
- Sol\utin: Cache FAT

Without EAT, direct occecs in linked allocation very inefficient
AW\ pointers tooether W one loahon:

toacn file Wae own index block Carragy of ditke- vlotk
oddrestes)

™M entvy of index Mok i blode
Direck acess winont exkernal ’«‘m.awxev\k-o:\-(m Comb free bloce
con co.’d&a req,uu-\— for more Space)



= = directory

file index block
El
o] 105 20 3] i 19

4[] 5[] 7] o
- -
s[] sl 1ol X111 i
A )\
/ 16
12[_]13J14 Kl : \
| 10 1

e[z s Jigl, | [ 1 b |
20121 J22 4ol =
| AN - /
24 J25126[ 27 ] g >

‘ ~

l28[ 129 30 1a1[ ]
L\‘r J

+ Pointer overhead of index blok grester ¥aan  linked allocakien
(enhive index blowk needs to e allocatedd

* Every Rle Wac index bloue; Size of ndex block weedt o be
decided

© Indew ok site limits Size of Ale.

- index Yok - one ditk bloe
- large files: seveval index ‘\dodee

- freex \evel index Woe ‘o point o Second level iadex
olotk

- Used in UNWR File Systems

- Fisk x pointers  of index Voce Stoved iw file tnode
= Frsk m (of the 1) pointers point +o direct blocks
~ Next X-m pointers point fo indivecr blocke

- Fietr i Singje indivect ¥aew double indireck



mode

owners (2)

timestamps (3)

dat
size block count gate |
—_data
_ data

=

direct blocks 7
:_ { data |
single indirect ——1 + TGkt ?_*fdﬁ]
double indirect =10 FE | &—{ data |
triple indirect l' = @
;—' dala

Mosk efficient meshod depends on  accets Wpe Csequential o
direct)

Some s‘ocirewu L accets wevaod 4o be defined ot file cremhon
xime Owd weinod cwosen oased on ok

Mav\& \a‘oerx of 'mdexim% tan e quite tlow



